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v3-download-keygen/.Steps to follow to avoid drive-by download attacks
when using AWS Elastic Load Balancing If you are hosting your application
with AWS Elastic Load Balancing you are effectively hosting your
application on the cloud. You simply have to remember that, while you are
in the cloud, your server becomes just a piece of data in the server pool. As
a result of this, the Internet Engineering Task Force (IETF) has published a
draft that aims at protecting against download attacks with the goal of
allowing your application to remain safe at all times. There are two attack
vectors that you have to be aware of: Download attacks WebSocket attacks
Both are very annoying and damage the credibility of your service. In this
post, we will see how to detect these attacks and defend ourselves.
Download attacks The ITF have defined a set of signature strings that are
used to detect whether an attack is taking place or not. The signature strings
are specific to the HTTP response that is created by the attacker. In the case
of a HTTP GET, the attacker sends the following parameters in his request:
Connection: Keep-Alive Accept: */* User-Agent: Mozilla/5.0 (Windows
NT 6.2) AppleWebKit/534.30 (KHTML, like Gecko) Chrome/12.0.742.100
Safari/534.30 X-Requested-With: XMLHttpRequest If we have access to
the HTTP response, we can check for the presence of the following strings
in the headers: Connection: keep-alive Keep-Alive: timeout=3000,
max=1000 If any of these strings is present, it means that the attacker wants
to trick us. By setting these headers, he may hijack our bandwidth and also
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use your server for his personal use. If an attacker has already managed to

set these parameters, your server may be already being used by the attacker

and you should follow the steps below to avoid more damage. Add to ELB
the option “Allow HTTPS Only”
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